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Cyberterrorism in Africa —
Is This the Real Life, Is This Just Fantasy?'
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Abstract: Keywords:

This paper seeks to examine the relevance of the term ‘cyberterrorism’  African security,
within African spaces. Although the notion of cyberterrorism as a concept is ~ cYbersecurity,
contested by scholars such as Jason Burke and Marc Sageman, the
application of the concept in an African context raises a number of concerns.
Firstly, rather than focusing on the semantic and conceptual issues only,
more attention should be paid to the material implications of such discourses
for people and states on the continent who are on the receiving end of such
conceptualisation. Discourses regarding fear are always very complex and
shape the way in which reality is perceived, understood and how hegemonic
power-relations are formed within certain contexts. Secondly, these
discourses reflect a Eurocentric bias, because, as visible in the definition used
and accepted by US defence analysts, cyberterrorism would refer to
“Unlawful attacks and threats of attack against computers, networks, and
the information stored therein when done to intimidate or coerce a
government or its people in furtherance of political or social objectives.”.
These types of discourses are largely state-centric or government-centric,
created to operate in spheres where effective governance varies from what
is accepted as such on the African continent. While connectivity and
globalization are becoming increasingly important for Africa as a whole, it
begs the question whether the term is not more appropriate for highly
globalized, technologically advanced contexts of the global North. In
contrast with countries in the global North, African countries’ limited use
and penetration of information technology thus underline the need for a
critical (re)examination of the discourses relating to cyberterrorism in the
African context. What needs to be established is whether cyberthreats,
specifically cyberterrorism, pose a real threat on the continent, or whether
the concept has become a platitude or blanket term to describe any form of
information-based hostility. The paper questions the application of concepts
such as cyberthreats, cyberterrorism and cybersecurity in African-centered
approaches.
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1. Introduction

The term “cyberterrorism™ might seem like a new threat, a new word, and a new
concept in need of examining, defining and explanation. The term was coined in the
mid-eighties by research fellow Barry Collin, who defined cyberterrorism as simply as
“the convergence of cybernetics and terrorism” (Collin, 1996). Although pinpointing
actual events of cyberterrorism throughout history is a difficult task, various scenarios
have been imagined where crimes parallel to terrorism — with an added cyber-element
— can take place and create mass disruption or even destruction. Cyber-attacks are
increasing at an alarming rate around the world (CSIS, 2023) and they are oftentimes
linked to the threat of cyberterrorism. As with many contentious terms in politics and
international relations, the difficulty does not lie in whether or not the threat is real, but
whether or not the threat justifies its own stand-alone field of study, definition and
counter-measures.

Mark Pollitt already pondered the validity of cyberterrorism when he wrote
whether the threat should be regarded as “fact or fancy” (Pollitt, 1998). He refers to
cyberterrorism as “a combination of two great fears of the late 20th century” — random
violent events, and new technology. For Pollitt these fears where contextual to the
temporal space in which he wrote — the late 90s — and technology was something to be
feared because of its ability to carry out actions that used to be done by humans, thus
an underlying fear for a loss of control is clear. Thus, this article seeks to examine the
validity of cyberterrorism by utilizing the main ideas of the politics of fear, but from an
African point of view — a geopolitical landscape that is no stranger to terrorism, but still
developing in terms of technological capabilities. Although the temporal and
geographical context would differ vastly from Pollitt’s in that violence, technology and
terrorism are timeless threats, that justify study in as many contexts as possible.

Ongoing understanding of terrorism on a global scale is evolving to include the
term ‘cyber’. This prefix does not differentiate between different geographic locations,
yet the way in which this prefix can impact the well-known threat of terrorism within
different contexts will be differentiated across continents, space, and time. To avoid
broad generalization regarding the large geographic scope of the research (the Western
context and the African context), certain multistate actors and states were strategically
selected to provide an overview of terrorism and cyberterrorism discourses in practice.

The article at hand will address the validity and possibility of cyberterrorism in
Africa, but before that can be done, a certain understanding of terrorism needs to be
achieved. A fundamental problem exists here: the term terrorism has not yet been
universally defined, and a myriad of academic works have been published on this
contentious issue (Correia, 2022; Ganor, 2002; Margariti, 2019; Saul, 2006; Schmid,
2023; Schmidt, 1984). Thus, this article will start by clarifying a suitable definition or
understanding of terrorism within the African context and juxtapose this with possible
definitions of cyberterrorism. This will be done by using established definitions as used
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by regional and international institutions like the United Nations and the African Union.
The comparison of these definitions is important in uncovering how contextually
accurate definitions of these threats are, and how different states — all with unique
manifestations of various terrorism threats — understand, define, and eventually address
the threats of terrorism and cyberterrorism.

As the use of various definitions, their creation, contexts, and applications are
central to this study, the use of Critical Discourse Analysis (CDA) will serve as the
methodological basis for this study. By using CDA, a possible power imbalance in terms
of how discourses regarding cyberterrorism are created will be exposed. As
cyberterrorism discourse is more prevalent in a Western context, it is expected that this
is where most definitions and discourse regarding cyberterrorism emanate from. The
international and regional bodies that address terrorism within this context also have
international leverage and discursive advantage, and this may indicate a power
imbalance in how African countries apply discourses and guidelines on how to address
the threat of cyberterrorism.

Due to the constant change in the nature and appearance of all manifestations of
terrorism, and the evolution and impact that the emergence of “cyber” has had on the
threat, the use of Critical Discourse Analysis is an important part of this study. A
prominent theme in discourse analysis is that specific discourses oftentimes become
assumptions that are universally accepted by society — be that a regional, national, or
international society. CDA not only studies the texts and words used to describe the
phenomenon of terrorism, but also investigates the role of discourse in strengthening or
positioning roles in certain power relations. International and multistate institutions,
such as the United Nations create resolutions on the prevention of terrorism, to guide
member states on how to address threats. With the esteem that these bodies hold, they
advocate for a ‘safer’ and ‘better’ world (Fairclough, 2013, p. 479), and states across
the world are encouraged to participate and support these political and/or economic
endeavors, should they want to reap the benefits of this world. This refers to “discursive
privilege”, as mentioned above, (Thurlow and Jaworski, 2017, p. 246), and in this study
it will be examined whether states and multistate actors with more influence in the
global arena have discourse privilege over the African context, and how this influences
the discourse privilege between the Western context of cyberterrorism and the African
context.

2. Discourses and Definitions of Terrorism

There is a steady stream of research done by scholars regards terrorism and its various
manifestations across the globe (Archetti, 2015; Giroux, 2016; Nacos, 2016; Waxman,
2011). These analyses increasingly incorporate media and technology and start to lean
toward where the proverbial line is crossed into the cyber realm. But, despite this
increasing body of knowledge, the prefix “cyber” is pushing researchers and decision
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makers to look for even more and better applicable ways to understand the threat of
terrorism in a new light. Still the issue remains, how to understand the threat, without
the added difficulty of the prefix. It remains open to various interpretations and
contextual adaptations. For this study, to gain an encompassing understanding of the
minefield of definitions and contextualisations, some definitions of terrorism need to be
brought to the fore.

In a report, “Defining Terrorism” Schmid (2023) discusses the difficulty of
defining this contested and complex term and addresses the large number of
publications that has contributed and continues to contribute to this debate. Schmid
employs methods in his report that are very much in line with the principles of CDA, as
he starts by examining the histories of terrorism and the term terrorism itself. This
indicates contextual relevance of how the term has been employed, and how similarities
and differences in its applications can be found. Schmid suggests that rather than defining
terrorism, the focus of a definition could be on the terrorist act (Schmid, 2023, p. 10).
This approach has already been taken by many Western governments and several
conventions and protocols enacted by international organizations like the UN and the
AU.

The United Nations International Convention for the Suppression of the
Financing of Terrorism defined terrorism in its Article 2.1.b as:

“Any act intended to cause death of serious bodily injury to a civilian, or to any
other person not taking an active part in the hostilities in a situation of armed
conflict, when the purpose of such act, by its nature or context, is to intimidate
a population, or to compel a government or an international organization to do
or to abstain from doing any act.” (United Nations Information Officer, 2002).

This definition is broad in its description of the terrorist act and can be applied
in a wide range of contexts, it also does not refer to any specific means of how an act
is performed — only to persons affected by an attack — which leaves ample room for this
definition to be utilized for cyberterrorism as well. Although no explicit reference is
made that the attack is carried out through means of armed conflict, this meaning can
be implied, when analysing the position held of “persons not taking active part in the
hostilities in a situation of armed conflict”. This definition is ambiguous and leaves ample
room for interpretation. The United Nations Security Council, in its resolution 1566 of
2004 elaborates on this definition — in terms of the terrorism acts:

“...criminal acts, including against civilians, committed with the intent to cause
death or serious bodily injury, or taking of hostages, with the purpose to provide
a state of terror in the general public or in a group of persons or particular
persons, intimidate a population or compel a government or an international
organization to do or to abstain from doing any act.” (United Nations Security
Council, 2004).
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The definition provided by the United Nations Security Council is an expansion
on the first, including the taking of hostages and the creation of a state of fear, or
“terror”. This is an indication that discourses are adaptable, and that the international
organisation that has the discursive privilege to create powerful definitions can take into
consideration changing tactics of terrorist organisations. However, both definitions are
somewhat limiting in their scope of semantics as they specifically refer to intent —
something that legally can only be determined after an attack has taken place, a
perpetrator has been apprehended, and intent has been established. Intent — much like
motive — can only be determined after the fact, by legal prosecution, after thorough
investigation. Thus, eliminating the goal of preemptive counterterrorism since analysis
can only happen once attacks have happened, and the perpetrators have been
apprehended. The mention of terror in the United Nations Security Council definition
of terrorism is a valuable addition to the discourses regarding terrorism, as a state of
terror or fear is more easily recognizable than the intent of an attack is determined.

The politics of fear is a valuable consideration here. As Al Gore describes terrorism
as “the ultimate misuse of fear for political ends™ (Gore, 2004), terrorism, and any use
thereof will always have an element of fear added to it. Whether that fear is justified or
not is irrelevant to the fear at hand. A threat does not have to have physical
consequences for it to generate a response of terror and anxiety from a population —
another indication of the power of discourse. Gore continues in his article on the politics
of fear stating that disproportionate amounts of fear is created by terrorists in
comparison to the actual dangers or threats that they can pose. This research differs with
Gore on proportioning fear according to physical or actual danger. On the one hand,
it should be contended that states and international organisations alike should be wary
and conscious of the possible dangers that terrorists may pose. On the other, by
addressing fear — regardless of the consequences or intent of the act — a certain amount
of power (discursive or physical) can be taken away from terrorist organisations.

In the same year as the United Nations International Convention for the
Suppression of the Financing of Terrorism first draft of their definition, the Organisation
for African Unity (later transformed to the African Union) published the Prevention and
Combating of Terrorism convention, and defined the terrorism act as:

“any act which is a violation of the criminal laws of a State Party and which may
endanger the life, physical integrity or freedom of, or cause serious injury or
death to, any person, any number of group of persons or cause damage to public
or private property, natural resources, environmental or cultural heritage and is
calculated to: 1. Intimidate, put it fear, force, coerce or induce any government,
body, institution, the general public or any segment thereof, to do or to abstain
from doing any act, or to adopt or abandon a particular standpoint, or to act
according to certain principles; or 2. Disrupt any public service, the delivery of
any essential service to the public or to create a public emergency; or 3. Create
a general insurrection in a state” (Organization of African Unity, 1999).
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Similarities can be drawn between the UN definitions of the terrorist act, and
that of the OAU. The OAU incorporated a more state-centric approach to their
definition, referring to local laws of state parties, freedom, and cultural heritage. This
refers to the importance of including contextual knowledge and understanding into
international threats. Although the threat of terrorism, and the fear of thereof is
something that can be universally understood, it cannot necessarily be universally
addressed.

3. Discourses and Definitions on Cyberterrorism

The ideas and possible implications of cyberterrorism were beginning to gain
momentum in the late 1990s, during a wave of high-profile terrorist attacks in the United
States (the bombing of the World Trade Center in 1993, and the Oklahoma bombing in
1995) as well as attacks on US embassies in Africa (specifically Kenya and Tanzania in
1998). After these events, the Naval Post Graduate School conducted a comprehensive
study on “cyberterror” for the US Defence Intelligence Agency. One of the major
findings of this research was in line with developments that we see today: “terrorist use
of information technology in their support activities does not qualify as cyberterrorism”
(Nelson et al., 1999, p. 9). The research and subsequent report proposed a definition of
cyberterrorism, limiting cyberterrorism to damage done to digital property. As will be
seen, this differs slightly from more modern proposed definitions of cyberterrorism.

“the unlawful destruction or disruption of digital property to intimidate or coerce
governments or societies in the pursuit of goals that are political, religious or
ideological... As a subset of terrorism, cyberterror involves using information as
a weapon, method, or target, to achieve terrorist goals. Cyberterror exists in and
beyond cyberspace and includes physical destruction of any device, system of
devices, or process with an information component... Acts taken to disrupt, deny
service, destroy, and corrupt binary code are thus acts of cyberterror. A
characteristic of cyberterror is its ability to leverage inexpensive means to gain
disproportionate effects through destruction, denial, deceit, corruption,
exploitation, and disruption. Cyberterror can increase the destructiveness, or
disruptiveness, of the act by enabling greater target coverage, effect, and
efficiency. Cyberterror may augment or support traditional terrorism, or be
employed as a distinct form of action in its own right.” (Nelson et al., 1999, pp.
9-10).

Existing cyberterrorism discourses and definitions rely on traditional and existing
definitions of terrorism, with the added element of the usage of internet technology, as
is well illustrated in the text above from the report by Nelson et al. According to Correia
(2022, p. 5) attacks can qualify as cyberterrorism if there is a political, social, or
economic threat to a group, organization, or country. At the same time, there are
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scholars (Futter, 2018; Wall, 2007) who argue that the ‘cyber’ prefix is nothing more
than an umbrella term added on to an already overly complicated term due to the
broad spectrum of factors which it tries to cover.

Additionally, there are those scholars (Holt, 2012; Jarvis et al., 2016; Murray et
al., 2019) who support the idea that any definition of cyberterrorism should include the
behaviour leading up to an act (much like traditional definitions of terrorism and the
problem of “intent”), without necessarily resulting in physical disruption or damage —
supporting the notion of addressing the fear related to terrorism and cyberterrorism
without binding the responses thereto merely to the physical effects or aftermath of
these attacks.

The complexity of the cyber-realm further complicates what may and may not
qualify as cyberterrorism. Considering discourses on terms like cyber-activism,
hacktivism, and cybercrime are used interchangeably, a differentiation of sorts would
be needed to draw a clear delineation as to when the intent of online activity was for
the purposes of terrorism (as provided in broader and more traditional guidelines) and
when not. Academics take different stances on the matter, as seen above, and detecting
and investigating cyberterrorist activity would require large amounts of resources, skills
and time, something not always readily available within the African context.

Cyberterrorism has the potential to be another very broad topic, and to venture
into another decades-long debate on finding definitions would be challenging. Thus, the
argument can be made that broader discourses and guidelines could be provided by
regional and international organizations — like the United Nations and the African Union
— after which states would be in a position of discourse privilege where they could
practice their own interpretation of the threat, as it applies within their operational and
geographical context.

In terms of proposing a more encompassing academic definition of
cyberterrorism, Plotnek and Slay (2020) present a guideline that incorporates modern
technology, and the key characteristics present in an array of studied cyber terrorism
definitions:

“Cyberterrorism is the premeditated attack or threat thereof by non-state actors
with the intent to use cyber-space to cause real world consequences in order to
influence fear or coerce civilian, government, or non-government targets in
pursuit of social or ideological objectives. Real-world consequences include
physical, psychological, political, economic, ecological, or otherwise that occur
outside of cyber space” (Plotnek and Slay, 2020, p. 8).

It can be argued that the motive or intent would serve as the primary mechanism
through which regular criminals are distinguished from terrorists. However, the
discourses regarding intent or motive would be nearly impossible to quantify, as finding
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the scope of these motives is not easy, and this process might render the entire process
of trying to create a definition ineffective (Ejeh, 2019).

It is no mere saying that Africa is “a continent on the rise”. The African population
has grown from 800 million in 2000 to 1.4 billion in 2023, with a median age of 18.8
(Worldometers.info, 2024). Because of this young and growing population, it is no
surprise that technological companies would see Africa as a ripe investment opportunity,
as these youths are looking for increased global connectivity, social engagement, and
expression. Technology adoption in Africa is also rising, and the need for social media
and access to mobile ownership (Symantec & African Union Information Society, 2016,
p. 7). This opportunity for growth comes with the increased risk of that misuse of
growing networks, and advantage being taken from insufficient internet- and
cybersecurity, which is not growing at the same pace. As Africa has more than 500
million internet users (placing the region ahead of North America, South America, and
the Middle East) (Interpol, 2021), the high demand for online capabilities serves as both
an opportunity and a possible threat — should security not be able to keep up with the
demand.

Terrorists and terrorist organisations in Africa often make use of information
technology for various purposes to advance their ideological causes (Aly et al., 2017;
Archetti, 2015; Chiluwa, 2012, 2015; Niglia et al., 2017; Stevens, 2009). These include
but are not limited to the spread of propaganda, radicalization, the gathering of
information, networking, recruitment, communication, and coordination. According to
the previously discussed definitions, the use of technology, internet technology and
cyberspace do not equate cyberterrorism. These examples are all known uses of
communication technology that have been employed by traditional forms of terrorism
for decades. This would indicate that there is a need to differentiate between when
internet and cyber activity of terrorists can be deemed “cyberterrorism” and when it
forms part of their day-to-day activities.

The UN Counter-Terrorism Centre provides capacity building support to
member states, international and regional organizations to help develop and implement
effective responses to challenges that the internet and other ICTs provide in countering
terrorism. These programmes operate according to UN Security resolutions 2178 (2014)
and 2396 (2017). Although these programmes do not classify cyberterrorism as a
standalone term, it does express concern over:

“The use of such technologies for terrorist purposes, including but not limited to
artificial intelligence, 3D printing, virtual assets, unmanned aircraft systems, as
well as weaponization of commercial drones.” (United Nations Office of
Counter-Terrorism, 2022)

In 2014 the African Union adopted the Convention on Cybersecurity and
personal data protection act (later known as the Malabo Act) (African Union, 2014).
This convention was aimed at the establishment of a legal framework for cybersecurity
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protection, and to set broad guidelines for the incrimination and repression of
cybercrime and related issues. As with the UN guidelines, this convention did not
address cyberterrorism directly, as cyberterrorism is viewed as a subsection or
subcategory of the broader issue related to cybercrime. In 2019, a more direct stance
was taken by the AU as a call was made for more enhanced monitoring of internet
activity “in order to combat terrorism activities” (Xinhua, 2019). This call was made
during a global conference on counterterrorism in Kenya. To incorporate understanding
for the African context, deputy director of the African Center for the Study and Research
on Terrorism at the AU specifically called on member states who already adopted and
‘domesticated’ the existing Malabo Act, to assist their regional partners in improving
cybersecurity on the continent — although, by 2019, only two countries have
domesticated the Malabo act into their own legislation (Digiwatch Team, 2019).

Just as there is no internationally accepted definition of terrorism, neither is there
an accepted definition of cyberterrorism. Various scholars have tried to fill the discursive
void by providing differing opinions on what constitutes cyberterrorism, some including
the act of using internet technology (Conway, 2006; Goodman et al., 2007; Murray et
al., 2019; Wall, 2008), others referring more strongly to the intent to do harm to critical
or electronic infrastructure (Cohen, 2014; Goodman et al., 2007; Pollitt, 1998; Wall,
2007). The fact remains that there is no consensus, not amongst scholars, nor among
states. This complicates counterterrorism efforts, as terrorist acts within the cyber-realm
have even less regard for borders than terrorist acts within geographic regions. An urgent
need for the development of minimum standards of security for computer networks
remains (Gordon and Ford, 2002), together with the mindful use of surveillance and
research methods to share and collect information on terrorist activities — while
respecting the growth of internet capacity, user privacy and sovereignty.

4. Is the Fear of Cyberterrorism in Africa Justified?

Although concern about the potential danger posed by cyberterrorism and the use of
cyber capabilities by terrorists is grounded in evidence of growing cyberattacks across
the globe (CSIS, 2023), the reality of cyberterrorism remains vague. Too often
cyberattacks on critical infrastructure of states or institutions could not be classified as
cyberterrorism, as it does not meet the poorly defined criteria, and ends up being
grouped and classified somewhere in the vast realm of cybercrime. The element of fear,
and if the fear is justifiable, is a point that can come under debate in many academic
fields. According to the principles of the politics of fear, the threat does not have to
manifest into a physical attack for the fear to have a desired effect. In this sense, even
the lack of cyberterrorism and cyberterrorism discourses is a possible tool for terrorists
— in Africa and beyond.
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One of the difficult issues regarding cyberterrorism is whether an act can be
deemed cyberterrorism if it results in offline harm. The contention arises in differing
between terrorists’ everyday use of the internet (dissemination of propaganda,
communication, recruitment), and in the coordination of attacks (planning, hacking).
Denning purports that a narrow conceptualization of cyberterrorism should include that
a cyberattack should be “sufficiently destructive or disruptive to generate fear
comparable to that from physical acts of terrorism™ (Denning, 2006, p. 6).

This is in accordance with the definitions seen of traditional terrorism, where the
concept and idea of fear remains a main element of the discourse. Although the physical
effects of cyberterrorism may not be the same as those of traditional terrorism, the
effects of the fear and intimidation might be. However, the problem remains that even
the expansive definitions of cyberterrorism do not distinguish between cyberterrorism,
cybercrime and terrorists’ use of the internet, and thus cyberterrorism loses its meaning.
One of the definitions of cyberterrorism that lends itself to interpretations and use in
the African context is by Dorothy Denning as well:

“[cyberterrorism is] highly damaging computer-based attacks or threats of attack
by non-state actors against information systems when conducted to intimidate or
coerce government or societies in pursuit of goals that are political or social. It is
the convergence of terrorism with cyberspace, where cyberspace becomes the
means of conducting the terrorist act. Rather than committing acts of violence
against persons or physical property, the cyberterrorist commits acts of
destruction and disruption against digital property” (Denning, 2006, p. 123).

Leading countries with digital capabilities and connectivity in Africa are Kenya
with 83% of its population being online, Nigeria with 60% and South Africa with 56%
(Interpol, 2021). The risk here arises that in two of these countries significant terrorist
organisations are very active (Boko Haram in Nigeria and Al Shabaab in Kenya) and
have been known to adapt to innovate and make use of increased technological
capabilities (Al Jazeera Staff, 2016; Allen, 2022; Baken and Mantzikos, 2012; Freeman,
2019; SAPA-AFP, 2012). International bodies like the African Union, United Nations and
even Interpol have pledged their support towards African countries in improving and
developing joint operational frameworks to improve coordinated actions against
cybercrimes. In these reports or resolutions, cyberterrorism is hardly the focus, as due to
the ambiguity of the discourses surrounding cyberterrorism, it is easier and more
encompassing to develop the continent’s overall cybersecurity in terms of cybercrime,
of which cyberterrorism forms a part — whatever its definition may be.

There is no question that terrorist organisations in Africa use ICT to assist in
planning and even carrying out terrorist attacks. A clear example of this is the live
Tweeting of the Westgate Mall attack in Kenya in 2013. However, the way ICT was
used is not indicative of cyberterrorism, and the attack itself, and others in which ICT
was used in planning, does not fall into the scope of what constitutes cyberterrorism —
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not even cybercrime in many cases, but merely terrorists’ day-to-day usage of the latest
technology available to them, to advance their cause. This adds a difficult dimension to
cybersecurity in Africa, as Africa’s ICT development, and the usage of ICT for these
purposes differs from how ICT is used in Western contexts. There is much that can be
learnt from the Western contexts, but caution needs to be applied when domesticating
policies and guidelines for African use.

Evidence-based policies and developments need to come to the fore in Africa,
tailored for the African context of technological development, socio-economic growth
— including digital growth — and the nature of terrorist organisations. In Kenya, for
example, the Kenyan Terrorism Prevention Act of 2012 has in a sense attempted to
prevent the usage of ICT for terrorism, but while doing so has been described as
preventing human rights — under the flag of countering terrorism (Horowitz, 2013).

5. Conclusion

To address the question whether cyberterrorism in Africa is “real-life” or “fantasy”, a
more difficult question of fear needs to be posed: Is fear of the unknown justified, or is
fear only justified once the effects thereof are palpable or physical? A real-life
cyberterrorism attack is yet to be identified and solidified in the annals of history, yet
the fear thereof is ever-present and ever-growing. This fear is justified by increased
cybercrime, and the increased vulnerability of international networks to the effects of
malicious use of ICT to advance ideological causes of terrorist organisations.

Africa’s fast-growing digital capabilities present both an opportunity and a threat.
Governments in Africa need to work with multinational and civil society organisations
to find suitable alternatives to provide cybersecurity, without encroaching on human
rights. It is possible that clearing the field of ambiguous discourses on cybercrime and
more specifically on cyberterrorism would assist in this task. If cybercrime is to serve as
an umbrella term of which cyberterrorism is a sub-category, then that needs to be
clarified, accepted, and addressed accordingly. If not, the concept of cyberterrorism
needs re-examining to determine its overall validity in Africa and beyond. Terrorists that
are active in African countries like Kenya and Nigeria have proven many times over that
they are not only capable of adapting to modern change, but they welcome and
embrace it. Thus, the African context of terrorism research needs to adapt to this change
as well — all the while applying caution by remaining mindful of the African context of
development. Technological development is happening fast — as can be seen in the
information provided — but that does not indicate that cyberterrorism is imminent, it
merely poses an opportunity to either curb the threat or fear even before it manifests
to its fullest potential, or to fall on the wayside an be led by discourses as it trickles from
international organisations that do not have access to the lived realities of African
nations themselves.
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Terrorists all over the world will always aim to make use of the best and most
advanced resources at their disposal — be that short wave radios, drones or advanced
cyber networks and attacks on information networks. s this simply another
manifestation that will continue to evolve as the threat of terrorism evolves, or will the
fear and fantasy of cyberterrorism continue to haunt the dreams of Africans as they
yearn for connectivity, online privacy and safety of information?
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